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Abstract

Dependability and security analysis of the industrial control computer-based systems (ICS)
is an open problem. ICS is a complex system that as a rule consists of two levels —
supervisory control and data acquisition (SCADA) and programmable logic controllers
(PLC) and has vulnerabilities on both levels. This paper presents results of the SCADA-based
ICS dependability and security analysis using a modification of standardized FMEA (Failure
Modes and Effects Analysis)-technique. The technique mentioned takes into account possible
intrusions and is called F()MEA (Failure (Intrusion) Modes and Effects Analysis). F(I)MEA-
technique is applied for determining the weakest parts of ICS and the required means of fault
prevention, fault detection and fault-tolerance ensuring. An example of F(I)MEA-technique
applying for SCADA vulnerabilities analysis is provided. The solutions of SCADA-based ICS
dependability improvement are proposed.

1. Introduction

The current security and safety level of SCADA-based systems does not correspond to the
possible threat consequences. There is a large quantity of implemented industrial control
systems which are relatively insecure and unsafe due to different kinds of disclosed
vulnerabilities. Arbitrary applications of technology, informal security, and the fluid
vulnerability environment lead to unacceptable risk [1]. Any vulnerability can lead to a failure
if an intrusion occurs.

To improve dependability of SCADA-based systems and ensure their fault and intrusion
tolerance, it is necessary to take into account the majority of possible failure and intrusion
modes, their causes and the resulting influence on the system. With this purpose we propose
to use a modification of standardized FMEA (Failure Modes and Effects Analysis)-technique
[2] called F()MEA (Failure (Intrusion) Modes and Effects Analysis) [3]. In this paper we
focus on analysis and ensuring reliability, security and safety of the SCADA-based industrial
control systems.

The structure of the paper is organized as follows. Section 2 gives short description
of SCADA-based industrial control systems, their typical architectures and functions. In
Section 3 we present results of failure and intrusion modes and effects analysis of
SCADA-based systems. In section 4 we give recommendations concerning
dependability ensuring according to the results obtained. Finally, section 5 contains
conclusions and briefly outlines the future work on implementation and reengineering
of dependable and secure SCADA-based ICS.
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2. SCADA-based industrial control systems

Industrial control systems are extensively applied in different safety-critical
infrastructures like electric power stations, oil, petroleum and natural gas
communication, conversion and refinement, as well as in various manufacturing
operations. Such systems are used to centrally monitor and control remote or local
industrial equipment such as motors, valves, pumps, relays, sensors, etc. ICS are
dependability (safety, reliability, security)-critical and critical to efficient operation of
many physical processes.

Typical ICS consists of two levels — supervisory control and data acquisition
(SCADA) and programmable logic controllers (PLC).

SCADA is a necessary element of the most modern ICS. We define ICS that includes
SCADA as SCADA-based industrial control system. Typical elements of SCADA-based
industrial control systems and its functions are shown in the Fig. 1
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Figure 1. Typical SCADA-based industrial control system

SCADA includes server (alarm server, data logging server, etc.), workstations and
communication services. Server processes and logs data generates alarms, workstations
provide Human—Machine Interface (HMI) to users, communication lines are used for
data transmission between server, workstations and other equipment.

The SCADA network is usually connected to the outside corporate network (for
example, to provide enterprise resource planning (ERP) systems with process
information) and/or the Internet through specialized gateways [4]. Traditionally ICS
were isolated and used proprietary control protocols with specialized hardware and
software [5]. Modern systems use Internet protocol devices and share information with
a large community (for example, [6]). Moreover, remote access to ICS via different
communications channels, even wireless, is usually allowed for maintenance. This
improves system usability but increases the risk of cyber intrusions. Generally,
nowadays there is a tendency that SCADA-based systems improve their performance
and convenience every year but their security is still in poor condition.

Proposed classification of SCADA-based ICS taking into account the problem of
intrusion-tolerance is shown on the Fig. 2. In our opinion, designing systems and
already implemented ones should be distinguished because analysis of designing
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systems can help to avoid vulnerabilities during the design stage. Performance of such
an analysis for systems which are already in use is more complicated. Moreover,
performing some operations on vulnerability elimination is not always possible because
of uninterruptable operation manner of most ICS.

SCADA-based
industrial control
systems

Designing

Already in-use
Stop acceptable

Figure 2. Classification of SCADA-based systems

Uninterrupted

Inadmissibility of SCADA-based system interruptions leads to difficulties in
installing security patches that eliminate disclosured vulnerabilities. SCADA and other
components like PLCs tend to be hard to upgrade. For example, PLC may use an
operating system and application that were burned to ROM and which are not
rewritable at all. Or, in case of relatively old systems, the PLC vendor may no longer be
in business or may not be producing necessary upgrades.

Therefore, any part of SCADA-based system can be insecure. So, each element
should be analyzed and, if it doesn’t have necessary security level, it should be replaced
with other element with the same functionality but with higher security level.

Any failure (caused physical, design or interaction faults) can lead to data loss. So all
predicated failures should be prevented. How to understand which elements of SCADA-
based systems are the weakest places? We propose F(I)MEA-technique for determining
this.

3. FO)MEA —technique for SCADA-based ICS analysis

3.1. An overview of F()MEA

The FMEA is a standard formalized technique for the systems reliability analysis
devoted to the specification of failure modes, their sources, causes and influence on
system operability [2]. “Failure modes” means the ways, or modes, in which something
might fail. Failures are any errors or defects, especially ones that affect the customer, and can
be potential (that can happen) or actual (that already happened). “Effects analysis” refers to
studying the consequences of those failures.

In FMEA-technique, all possible failures are prioritized according to how serious
their consequences are, how frequently they occur and how easily they can be detected.
FMEA is used during the design stage with an aim to avoid failures in future. In the
next stages it is used for process control, before and during ongoing operation of the
process. The purpose of the FMEA is to take actions to eliminate or reduce possible
failures, starting with the highest-priority ones. It also may be used to evaluate risk
management priorities for mitigating known threat-vulnerabilities.

IMEA (Intrusion Modes and Effects Analysis) is a modification of FMEA that takes
into account possible intrusions to the system [3].
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Why do we use IMEA instead (or in addition to) a standardized FMEA? There are
some reasons. First of all, SCADA-based industrial control systems as a rule are critical
systems. Besides, they are quite reliable, but, nevertheless, like any complex systems,
SCADA-based ICS have different vulnerabilities that can be used by an intruder. Any
vulnerability can become a failure if an intrusion occurs. So we use IMEA to take into
account failures caused by intrusions “using” system vulnerabilities.

It should be noted that FMEA and IMEA are not the only methods for complex
systems failures and risks analysis. Different approaches are shown and examined in the
work [7]. But we think that F(I)MEA technique is the most convenient and clear for
specified task.

3.2. FMEA tables for SCADA-based ICS

As it was said before, a SCADA-based system consists of hardware (PLCs, PCs,
switches etc.) and several specific software components (database server, HMI clients,
PLC program) and may have different architectures (Fig. 1). Each of these components
should be taken into consideration during analysis of failure modes and effects.

In this article it is examined two levels of SCADA-based ICS — SCADA and PLC. We
mark out data server (hardware and software), OPC server (software), HMI workstation
(hardware and software) on SCADA level and discuss PLC hardware and PLC software on
PLC level.

In our opinion, failure influences on system operability could be interruption, termination
and no influence. Interruption means that one or several system functions are not performed
correctly. For example, in some cases SCADA-based system failure may not directly cause
the damage, but it may make it impossible for some businesses to operate. Termination means
that system doesn’t operate at all. In some cases, termination of a SCADA-based system
causes serious problems, such as discharge of a pollutant, destruction of property, fatalities.
Described taxonomy is shown on the Fig. 3.

Failure attributes Failure modes
Hardware failures Software failures
OPC Database
Failure domain Server PLC Server Server
Workstation(s) PLC Operating
Program System
Stability of occurrence Permanent Accidental
Influence on operability None Interruption Termination

Figure 3. Failure mode taxonomy

We performed the analysis of failures and intrusions effects for software, hardware,
stored data, users and SCADA-based system as a whole. As an example we took a real
SCADA-based gas cleaning system that consisted of the server, 4 workstations and 3
PLCs [8]. Obtained results were generalized to present typical SCADA-based ICS
analysis (see Tables 1-2).
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4. Ensuring SCADA-based ICS dependability

4.1. Error recovery

Error recovery allows restoring a compromised system to its operational status. The
main means of SCADA-based industrial control systems error recovery are:

1) replacement of crashed hardware modules;

2) reinstallation of crashed software components (SCADA level), redownloading
software if possible (PLC level);

3) installation/downloading of patches that fix known errors (if acceptable);

4) restarting servers (database server etc.), restarting PLCs.

To achieve better level of ICS availability, it is necessary to have spare parts for SCADA-
based ICS critical components. For example, if system has several PLCs that are hardware
identical but have different software and different functions, at least one PLC must be
available as a spare part.

4.2. Fault detection

SCADA-based ICS user should get alert or warning for any abnormal behaviors
before process becomes out of control. When any fault is detected, the graphical display
and alarm messages should be shown to help user in identifying the fault place and
source. Modern PLCs and SCADA provide extensive diagnostics and standard SCADA
means can be used for displaying and alarms generating.

4.3. Fault prevention

Fault prevention is the process of reducing the risk of an unwanted incident. This
procedure uppermost is attained by quality control techniques employed during the
design and manufacturing of hardware and software [9]. That is, the majority of
effective fault prevention measures must be built into the SCADA-based ICS
architecture and should not be added later. But for most critical systems it is impossible
to foresee all possible faults. So fault prevention must be the part of regular system
maintenance activities. Examples of fault prevention actions are:

1) checking of input parameters for acceptability both on SCADA and PLC levels. Even if
incorrect input data was transferred to PLC (as a result of SCADA design error, or as a
result of an intrusion), PLC should not produce incorrect actions. Only an appropriate
alarm should be generated;

2) minimization of corporate network and industrial network interconnections. The
most preferable choice is a complete SCADA-based ICS isolation from a corporate
network;

3) implementation of security checking on all levels of SCADA-based ICS. User
authorization and permissions must be configured properly. Workstations and servers
operating systems should not have default accounts and simple passwords;

4) data encryption;

5) removing and closing all unused ports and services.

5. Conclusions

Dependability analysis of SCADA-based industrial control systems should be performed
not only during the design stage, but during system operation as well. New vulnerabilities are
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discovered very often and much attention must be paid to react to them. Taking into account
this circumstance, SCADA-based ICS should be evolvable systems, i.e. they should be able to
evolve according to challenges related to changes of intrusion environment.

The F(DMEA is one of the most convenient techniques for SCADA-based ICS
dependability analysis. FMEA and IMEA tables clearly represent current vulnerabilities and
possible failures of SCADA-based systems. These tables are the base for the next step of
dependability assessment using, for example, PSA- or FT A-techniques.

Results of F()MEA-analysis may be detailed depending on type and features of SCADA-
based ICS. More detailed and thorough analysis allows developing, fitting and implementing
more efficient means of dependability ensuring,
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